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Abstract

Digital contact tracing applications are a necessary and potentially dangerous tool used to
combat the spread of COVID-19. Due to the potentially sensitive nature of personal information
gathered by contact tracing applications, there is high potential for privacy issues to arise. This
thesis explores the dangers of digital contact tracing or contact tracing via a mobile application.
Focusing on the United States, this paper studies how contact tracing works and how a contact
tracing application might collect different types of data. The paper then studies the effects of
giving up location data and health data and what potential ramifications that may hold. Finally,
the thesis concludes with the idea that there needs to be federal regulations on health and
personal data beyond that of which is provided by HIPAA, noting that Europe’s General Data

Protection Regulation can be a good model for the United States.
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Chapter 1. Introduction

Disease, a biological disorder of structure or function of a biological system or entity,
pre-dates the human species and chances are it will continue to endure long after humanity is
gone. Biological life forms (humans, plants, animals, etc.) have long attempted to slow down the
spread of disease or thrive through it. Some of these forms have adapted, some have died out,
and some simply suffer through disease and persist as they are. Humans are one of the latter,
surviving through disease and maintaining their place on the planet. Some diseases have cut
deeper than others, some are hardly noticeable, and some cause noticeable marks on human
history. The Black Plague killed an estimated 30-50% of Europe’s population over the course of
eight years (DeWitte, 2014). One could make the claim based upon past and current human
experiences that humanity and disease are two sides of the same coin, always connected but
never seeing eye to eye.

Humans have tried over the ages and with varying degrees of success, to slow down or
use novel ways to cure disease. During the Black Plague, doctors recommended the consumption
of Mercury and Arsenic as cures (BBC, 2019). Today, we know that both elements are toxic to
the human body, but in a time of desperation in a fight against a disease killing one in two
people, people will often resort to drastic measures. In the efforts to understand, cure, or
eliminate disease, breakthrough ideas or “cutting edge” ideas have offered key insights. Some of
these insights come in the form of social advances, some are technical advances, and many are

medical.



Since 1920, one of the trusted ways to trace the spread of an infectious or highly
transmissible disease was to break the chain of transmission by finding everyone an infected
person has been in contact with, testing them if they were exposed and isolating them if they,
too, were infected. Known as contact tracing, this method has been a staple of infectious disease
control. Contact tracing has been a known effective method in fighting disease for many years.
Along with social distancing, or the practice of keeping people physically separated to make it
difficult for disease to spread, contact tracing has remained one of the two best tools for
preventing disease. Social distancing will not be discussed in this paper as the paper focuses on
contact tracing, but it is important to mention.

Contact tracing was implemented in the United States in response to continuous syphilis
outbreaks. Anonymous contact tracing was developed for syphilis patients, “‘Upstanding’
patients with conditions like syphilis need not be reported by name to state health departments,
only by a code” (Fairchild et al., 2020). Codified contact tracing is the modern practice,
especially used in systems that will be discussed later in this paper. The stigmatized nature of
syphilis forced physicians to keep people protected behind codes, if they were considered worthy
of that protection. People who were not ‘upstanding’, or wealthy with white skin were not
extended the same courtesy. Health departments would then communicate with the contacts of
those patients to inform them they were potentially infected. In later overwhelming outbreaks,
these rules were diminished a little bit in that everyone was reported by name. Collecting names
to handle widespread outbreaks became the norm in the 1960s. Contact tracing centers were set
up inside of health departments with ample resources (Fairchild et al., 2020).

In the 1980s, during the AIDS epidemic, trust in contact tracing centers began to suffer.

Due to the illegal nature of homosexuality in the 1980s, many people refused to disclose personal



information about sexual encounters, including partners. Given the sensitive nature of a person's
health information, states and the federal government created and enacted laws that would
protect who could access a person's private health information. An example of this in the United
States is the Health Insurance Portability and Accountability Act (HIPAA). HIPAA “is a federal
law that requires the creation of national standards to protect sensitive patient health information
from being disclosed without the patient’s consent or knowledge” (CDC, 2018). These laws
apply to healthcare providers, health plans, healthcare clearinghouses, and business associates.
HIPAA revolutionized personal medical data protections in the United States. Globally, each
country has their own stipulations about patient privacy. The range of protection of health-related
information is from very strict in favor of the individual, like the European Union, to no privacy
laws for the regulation for health systems data like in the case of China (Gong et al., 2020),
(HIPAA Journal, 2018).

Coronavirus disease (COVID-19) is an infectious disease caused by a newly discovered
coronavirus (World Health Organization, 2021). By March of 2020, COVID-19 had spread
across the globe and the World Health Organization (WHO) had declared a world-wide
pandemic. In countries that were prepared for a pandemic like Singapore and Hong Kong,
contact tracing was able to go in full effect very quickly as they are technocratic societies where
people were looking for technical solutions to the public health crisis due to the lack of medical
solutions available. Technological solutions that were already deployed to the public were ideal
to aid in the fight against COVID-19. Systems like smartphones, Bluetooth, GPS, and constant
connectivity are omnipresent, more widespread even than COVID-19. These technologies can be
used by people to trace and slow the spread of COVID-19 without inventing entirely new

systems and going through the painstaking process required to deploy the systems globally.



The smartphone is a ubiquitous system. An example of the smartphone’s adoption and
reach is that over 75% of the US population has a smartphone, and that number is constantly
growing (Pew Research Center, 2019). Smartphones are always connected because they have
GPS, Cellular, WIFI, Bluetooth, and other systems that make them connected to the outside
world (IBM, 2019). Smartphones can communicate with other phones locally, sensing each other
through Bluetooth proximity and are considered by many the supercomputers in the pockets of
everyday people with unparalleled abilities to act as a social technology.

To build on the social technology of contact tracing, the technological connections and
prominence of smartphones, and the knowledge of what other devices, and by extension, people,
are around them, people created contact tracing applications that run on smartphones. This
contact tracing technology collects information on where the user is, who the user is near, and
then when the user tests positive, and the applications notify everyone the user has encountered.
Singapore first successfully implemented this in mid-March 2020, limited in effectiveness by its
adoption rate (Koh, 2020). In March 2020, many tools to slow down the spread of COVID-19
were built and deployed, though with such powerful and ubiquitous tools like smartphones, there
are always massive potential downsides.

For smartphone contact tracing applications to be effective, they need access to personal
data like location, personal information, and health information. This information is worth
billions of dollars, highly protected, and considered of the utmost importance in privacy. The
collection of all this personal information opens a pandora's box of issues. Privacy is handled
differently in different sectors of application development. For example, personal user data in the
private sector is desired because personal user data is worth money, generated by selling more

targeted advertisements. Personal data in the government can be desired for intelligence



purposes, or methods to essentially spy on its citizens, among other things. Protecting this data is
of the utmost importance. In Qatar, the government can track the real time location of every one
of their citizens using their contact tracing application, Ehteraz (Bahrain, Kuwait and Norway
contact tracing apps a danger for privacy, 2020). This is a major violation of privacy on Qatari
citizens.

Another hypothetical, yet plausible scenario surrounds the issue of insurance
discrimination. Fortunately, the United States has laws protecting against insurance
discrimination from preexisting health conditions, but insurance discrimination is a good
hypothetical case study to show the power of personal health data. Early estimates suggest 35%
of patients report lasting effects from COVID-19 after recovery (Tenforde, 2020). As of
December 5, 2020, there have been approximately a total of 15 million cases in the US since the
beginning of the pandemic. When you multiply this by 35%, there are roughly 5.25 million
people with lasting effects from COVID-19 in December 2020. In the long run, this might lead to
other health issues or complications that insurance companies or employers would be liable to
pay for. These millions of long term COVID-19 patients could have a difficult time getting
insurance or a job, all because a contact-tracing list was created, and the patients were on it.
While insurance companies know if a client was in the hospital, most COVID-19 cases do not
require hospitalization thus insurance companies would not know if their client had been
infected.

This is the information age where data, but more specifically personal data, is gold, and
gold is generated by the devices people hold in their hands. Facebook generates four petabytes
(One petabyte is equal to a million gigabytes, or 250,000 HD movies) of data each day (Osman,

2020). This data, often which is personal data, is what makes Facebook money because it can use



the personal data to sell targeted advertisements. Collecting constant location data and knowing
who is in proximity with who is worth billions of dollars to Facebook and its advertisers. The
private sector would love to collect personal data on the general population because it would
benefit the private sector business models greatly. Contact tracing applications and their
mandates for use are a perfect vector for this information collection to happen.

It is imperative that the technology behind mobile contact tracing is thoroughly studied.
New updates are released regularly and there are tens of contact tracing applications on the
market. Discerning between safe and unsafe applications can be nigh on impossible. However,
differences can be found by studying the background of the applications, for example who made
the apps, why they made them, and the technologies the applications apply. If a government
stores everything in a centralized database, holding onto data for more than thirty days, and
requires GPS data, then they are likely to be abusing their power for unnecessary purposes.
However, if companies like Google and Apple provide a transparent and published framework
for anonymized Bluetooth tokenization, or a way to trade Bluetooth signals with another phone
anonymously, like they did with their framework Exposure Notifications, then that is likely to be
a valid and trustworthy service.

Understanding the concerns around the loss of personal data privacy is important too.
Americans can build massive, personal data intensive, technological systems but there is no
telling who is to use them. America greatly values privacy and independence, which are one in
the same. Through Alan Westin, the father of American privacy law, and others, we can apply
American privacy culture to digital COVID-19 contact tracing. Understanding privacy in
America is paramount to understanding the way that contact tracing is conducted. Studying how

the American private sector views privacy and privacy law is key as well, as the law rarely keeps



up with the forefront of American technology, and technology around contact tracing in its
current form is brand new. America’s data privacy is in danger of being compromised but
through study and regulation can it be protected.

The essential questions that this paper will explore 1s, “With the advent of mobile
application-based contact tracing, how is the online privacy of society at risk? How can those
risks be mitigated when tracing is conducted by the private and public sector?” The thesis of this
paper is as follows, “The private sector and public sector provide two different sets of risks, but
by being diligent and implementing best-practices in regard to cybersecurity, creating and
enforcing data protection regulations, being transparent in application implementation and
privacy, and adopting new contact tracing applications carefully, we can reduce the dangers of
losing privacy to contact tracing applications.”

The structure for this paper will begin with a discussion of privacy and the history of
privacy in America. Then a discussion of the history and current state of contact tracing will
occur. The next chapter will be a discussion of why location data is important to keep private.
This will center around phone-based location data. The fifth chapter will cover health data, why
that is important and a light overview of the laws protecting it now. The sixth chapter will nestle
this paper into the Science, Technology, and Society area of academic study and give detailed
outlines for the next steps forward in the future as well as an overarching summary of the rest of

the paper.



Chapter 2: What is Contact Tracing?

The need to have reliable contact tracing is essential for tackling COVID-19. By tracing
people who are connected to people who test positive with COVID-19, potentially sick people
can be quarantined before infecting anybody else. Contact tracing, when done properly, can
vastly inhibit the spread of disease, and with a virulent illness like COVID-19, this is extremely
important. COVID-19 with regular social distancing has an R¢ value (the average number of
people that COVID-19 will be transmitted to per case), pronounced R-naught, of 1.2, or a value
that allows it to spread. With proper, and rapid contact tracing, followed by quarantine that Ro
value drops to 0.8, or a disease that is dying (Kretzschmar et al., 2020).

While Rg value encompasses only part of how a disease spreads, it can be used as a basic
metric to reiterate how contact tracing is effective. Ro value is defined by the reproductive rate of
a disease, so an Ro value in March 2020 in the US was between two and five. This means that
every person with COVID-19 on average spread it to two to five people. When social distancing
was implemented, Ro moved closer to one in the US (Adam, 2020). While the Ro value is above
one, it means that a disease is still spreading because more than one person is being infected on
average. For example, Joey gets COVID-19, and spreads it to Lamar and Kristina, who each
spread it to two people, so with an Ro value of two, the disease is spreading exponentially. With
an Ry value of 0.8, if five people have COVID-19, then only four of them spread and they only
spread it to one person each. So, after one iteration of the disease, only 80% of the people have

COVID-19. This is how COVID-19 grows and falls exponentially.
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(Eisenberg, 2020) The chart above is representative of how COVID-19 travels through society
based on the scientific phenomenon of Ry value. The image uses an Ry value of two, or an exponential

spread rate.

To flatten the curve, contact tracing must be done in an efficient and timely manner. A
lag of more than three days between when a person tests positive and the notification to their
close contacts does not lower the Ry value below one. This means that from the moment a person

tests positive, contact tracing must begin. To do contact tracing efficiently, a massive logistics



and staffing operation is required. In the US, there were nearly 200,000 new cases every day in
November 2020 (CDC, 2020), overwhelming contact tracing systems. A “close contact is
defined by the CDC as someone who was within 2 meters of an infected person for at least 15
minutes within a 24-hour period starting from 2 days before illness onset (or, for asymptomatic
cases 2 days prior to positive specimen collection) until the time the patient is isolated” (CDC,
2020). Imagine that each person infected has five close contacts. There would be a million
people that contact tracers in the US would need to call every day. Imagine each contact tracing
call takes ten minutes, and tracers are working ten hours each day, the US would need 17,000
contact tracers to contact all contacts. It is not hard to see how some contact tracing centers were
overwhelmed. This was well before the peak of cases as well, which was seen at over 315,000
new cases in a day in January 2020 (CDC, 2021).

Creating a purely digital contract tracing solution to help reach many of these people
would massively help the fight against COVID-19. Instead of forcing contact tracers to call each
person individually, a smartphone could report directly a user’s close contacts and alleviate the
stress on the overtaxed contact tracing system. There are many methods of doing digital contact
tracing apps, which this thesis has already touched on, but each will be explored in more depth.
Location based tracking uses GPS locations and compares them to other people. Bluetooth
systems use the strength of a Bluetooth signal between multiple phones to see how close they
are. Both methods are complicated and difficult processes (Dehaye, 2020) with varying results in
accuracy.

Location based tracking is both ineffective and overly invasive. GPS, or the Global
Positioning System, uses satellites to triangulate a position on the planet. The user’s phone

contacts the satellites to figure out where the phone is. GPS trackers on the best phones are only
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accurate to within about two meters (important Safety Technologies, 2020). When a “close
contact” is defined by someone within six feet of a user for more than fifteen minutes, this is
insufficient accuracy. It is difficult to determine when someone is a close contact if applications
are unable to define where a person is in proximity to the close contact.

Thus, location-based tracking is more useful for understanding where people are, rather
than who is nearby for medical purposes. However, location tracking can also result in
government surveillance. As mentioned before, Qatar can track everyone on their contact tracing
app, Ehteraz, in real-time meaning the government can search a specific person and see their
whereabouts. If this occurred in the United States, the backlash would be bigger than the results
of the Snowden leaks. In the 1980s people did not trust the government to not compile a list of
gay men, but now the government could potentially compile lists of all citizens with COVID-19.
While a list of COVID-19 positive people appears to be harmless, a nefarious actor could hack
these databases and collect information on millions of people. In a state where human rights can
be negated by the Emir, this is dangerous for the people. Consider a situation where a person
speaks out against the Emir’s handling of COVID-19. The Emir of Qatar may order for this
person to be silenced. To track this person, the government simply identifies the person’s
location on the Ehteraz database. While Ehteraz was built to save lives, it could just as easily be
used as a tool to end them.

In the United States in May 2021, there were twenty-four states with contact tracing apps
of some sort (Sato, 2020). All those states use only an Exposure Notification based system from
Apple and Google except for Wyoming, North Dakota, Rhode Island, and South Dakota.
Wyoming and North Dakota use both Exposure Notification and a system called Carel9 Diary

which uses GPS data. South Dakota only uses Carel9 Diary while Rhode Island has Crush
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Covid RI (Sato, 2020). It is curious that Wyoming and North Dakota both use multiple
applications to track COVID-19. This seems to be unnecessary, suggesting that Carel9 Diary is
used for GPS tracking not for contact tracing purposes. The redundancy, especially using a GPS
system in addition to the status quo Exposure Notifications system, is unneeded and potentially
dangerous. Carel9 Diary says it uses location data “to help in contact tracing and forecasting the
pandemic’s progression with accurate, real-time data” (North Dakota State Government, 2020).
However, this does not mean that the location data is limited to just the government. Carel9
Diary was caught selling user information to other partners (Fowler, 2020). This is exactly the
problem with companies holding access to dangerous personally identifiable information.

Contact tracing using GPS is less focused on identifying the people the user is around,
but more focused on the locations the user travels through. For example, a user spends time in
McDonalds. At the same time, another user travels into the same McDonalds and spends an
overlapping twenty minutes. The GPS app would identify the location of both these users and
assume they might need to be contact traced. Yet, inaccuracies for GPS inside buildings make it
nearly impossible to identify if the two users sat near each other or were across the
establishment. Obtaining a two meter accuracy from GPS is difficult but defining a two meter
distance indoors is impossible. This is where Bluetooth accuracy has an advantage.

Consider the same scenario, two users separately enter a McDonalds establishment. They
do not know each other, but they are both using the same Bluetooth contact tracing application.
Without prompting from the users, the phones connect and start measuring Bluetooth signal
strength and passing information to each other. Both users get their food and sit down at tables
near each other. Their phones recognize an increased signal strength and measure it to be less

than two meters in distance. After fifteen minutes of this proximity, the phones pass anonymous
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information, and the real time contact tracing process is complete. If one of those users tests
positive in the next few days, the other user will be notified they may have been exposed to
COVID-19.

GPS tracking does not work nearly as well for contact tracing as a Bluetooth method.
Inside the McDonalds, the GPS system would be blind and may contact trace people who should
not have been, a false positive, or fail to contact trace a user who should have been, a false
negative. False negatives can be deadly. A false positive might be an inconvenience, but a false
negative where someone is infected and failed to be notified might create an instance of
community spread. Furthermore, a GPS system is invasive and altogether unnecessary.

The speed in which people can be notified is a major benefit to digital contact tracing.
There are not enough human contact tracers to do all the work necessary to contact trace every
case. Using applications such as Exposure Notifications can be a major aid in contact tracing.
Consider the previous scenario in McDonalds. The person who will proceed to later test positive
sits in the center of the room near the line. Assume that person is there for an hour. In that time,
twenty people come in, wait for their food and spend time within two meters of the future
infectious case. Furthermore, assume all twenty of those people also use the same contact tracing
application that the positive case does. Instead of people spending hours calling each of these
people, or none of them ever receiving a notification whatsoever, they are notified immediately
that they may have been exposed to COVID-19. In this scenario, there are now up to twenty less
cases, which could turn into a massive community spread event. A similar real-life case like this
occurred in South Korea early in the COVID-19 pandemic.

On February 18, 2020, a lady in the Shincheonji Church in South Korea tested positive

for COVID-19. Designated as “Patient 31,” she was the beginning of one of the world's largest
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outbreaks tied back to a single person. Within two days, fifteen more church congregants were
testing positive. One month later, 5,080 cases were tied back to Patient 31 and the church she
was a part of (Shin et al., 2020). In this real-world scenario, there were no contact tracing
applications available to digitally trace people. Imagine if each person in the church was contact
traced based on location and proximity to others. If Patient 31 infected fifteen people right away,
those fifteen people may have been contact traced digitally before they could infect any others as
soon as Patient 31 tested positive. Contact tracing Patient 31 could potentially have prevented
thousands of infections. Instead, human tracers were responsible for the situation and every

minute they were not in contact with people, COVID-19 was spreading.
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(Shin et al., 2020) In the chart above, within a month, Patient 31 was responsible for more than half of
South Korea’s cases. Digitally contact tracing Patient 31 before they attended church or contact tracing

her close contacts could have saved many lives.

It is understandable how contact tracing can lower the Ro value of a virus. Before Patient
31, spread was localized to family members and house mates, in other words there was no
community spread and the pandemic in South Korea was under control. Patient 31 changed the
state of the pandemic for South Korea, creating an Ro value far higher than one. Contact tracing
is paramount to handling a pandemic properly, and with the tools available today, it is necessary
to use a digital contact tracing system to keep cases to a minimum. Contact tracing is an
invaluable tool in the hands of authority in preventing community spread and lowering rates of
spread to manageable levels. Without contact tracing, COVID-19 will spread through society,
even if people are socially distant and using other mitigation strategies. Contact tracers are
overwhelmed by larger numbers of people who are ill but can be aided by a digital system. The
importance of a Bluetooth-based digital contact tracing system cannot be overstated, it is the

difference between people who live and die from COVID-19.

15



Chapter 3: Privacy in America

America was built on the desire for independence. Independence takes many forms but
controlling one’s own personal information is central to remaining independent. Personal
information is a part of oneself, and by that standard, constitutes a choice. Alan Westin was a
legal scholar who defined the modern right to privacy at the beginning of the computer age,
almost prophetically foreseeing the reach that major companies would have. His key belief was
that privacy is to be controlled by the individual. He believed, “Consumers were entitled to
withhold such data...but were equally entitled, if they wished, to have it used to alert them to
products and services targeted to their interests” (Fox, 2013). Westin believed that privacy was a
choice, and that choice was for the consumer to make. This belief contradicts the way many of
America’s policies work today. Additionally, American privacy law and culture are deeply
pertinent to the way the digital contact tracing is conducted.

Contact tracers must collect large amounts of information. To be effective, they must
know the user’s phone number and everyone around the user for the last fourteen days and their
phone numbers. According to the US Department of Labor, phone numbers are personally
identifiable information (Guidance on the Protection of Personal Identifiable Information | U.S.
Department of Labor, 2019) as well. Some contact tracers may ask about locations, family
members, and other contact information. Arbitrarily assuming the contact traced is in contact
with thirty different people in fourteen days, that is thirty-one phone numbers that are collected.
Suddenly, a profile has been constructed filled to the brim with information.

Companies like Facebook already collect this information. A contact tracing phone app
knows the user tested positive for COVID-19. Eventually, the private company can create a list

of users who tested positive for COVID-19. This list could be compiled and sold to other private
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corporations for vast sums of money for reasons discussed later in this thesis, and users would
not have a choice. They would have agreed to some clause buried in the terms and conditions
that no one reads.

Data and information related privacy law, practices, and adoption of these practices in
America is highly sectorial and seems to always be a step behind the technology at hand. While
the Snowden Leaks showed us that “the NSA sifts through vast amounts of Americans' email and
text communications going in and out of the country,” Alan Westin condoned the use of
wiretapping when national security was at stake. The Edward Snowden leaks were data dumps of
vast amounts of documents from inside the NSA. The Snowden Leaks also showed us that “NSA
analysts revealed to have sometimes spied on love interests, with the practice common enough to
have coined the term LOVEINT, or love intercepts” (Szoldra, 2016). This breach of privacy
rocked America, particularly the LOVEINT revelation. These leaks were arguably a turning
point in modern American privacy culture. Even though this information was collected generally
under the Patriot Act, it’s a stunning example of the lack of oversight of personal data collection
in America and the lack of laws to govern it. Not only does the government prolifically collect
data on users, but companies do as well.

Facebook appears to be the largest and most pervasive company that collects the most
personal information on users, especially in the social media world (Atamaniuk, 2020).
Facebook users build profiles full of information including birthdays, things they like, and create
a network of friends. They are encouraged to tag themselves and friends in images allowing
Facebook to use a user to collect data on other users as well. That’s not all by any means, but
every click and message on Facebook is collected (Facebook, n.d.). Westin argued that

consumers need their own choice about their data, but this is not the case. In the 2018 Cambridge
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Analytica Scandal, Cambridge Analytica bought Facebook data on tens of millions of unapprised
Americans to build a “psychological warfare tool,” which was used to help sway US voters
towards electing Donald Trump, president (Lapowsky, 2019). The data breach was vast,
“Cambridge Analytica harvested data on 50 million US Facebook users, a number far larger than
the 270,000 accounts Facebook initially cited. Facebook says it knew about the breach but had
received legally binding guarantees from the company that all of the data was deleted”
(Lapowsky, 2018). These consumers were offered no choice in this instance of data privacy.
Their privacy, and therefore their independence was gone, all sold for the profit of a massive
company.

It is instances like the Snowden leaks and the Cambridge Analytica scandal that the
internal workings of data in America can be seen. Privacy laws do not encompass the extent of
the data that is collected and are always falling behind the latest technology. This provides a
terrifying blueprint for contact tracing applications. Apps that can potentially collect health data,
location data, and personal information are worth billions of dollars, and selling that data would
be catastrophic for American privacy. Alan Westin predicted this, and America can solve this
problem. For starters, it can model the European General Data Protection Regulation (GDPR)
internet privacy restrictions.

In GDPR, personal data is defined as any personally identifiable information, which is
information that can be traced back to a person such as a phone number with a name attached to
it, or a social security number. Sensitive personal data is one step further, defined as any genetic,
biometric, and health data. The collection of personal data must be transparent, and explanations
of the collection must “be provided in a concise, transparent, intelligible and easily accessible

form, using clear and plain language” (Bohan & Bollard, 2020). The data that is collected must
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be kept for “no longer than is necessary for the purposes for which the personal data are
processed.” In the context of contact tracing, this means that the data collected must be listed in a
clear manner and deleted after about fourteen days. Furthermore, even if a data subject (user)
gives permission to data usage, it can be withdrawn at any time. Any data collection scheme is
required to have a data protection officer to which questions of data protection can be addressed.
Data is also required to be protected by “appropriate security measures” regarding cybersecurity,
though these appropriate measures are not defined (Bohan & Bollard, 2020).

The US can undertake these steps at a federal level. The California Consumer Privacy
Act, or CCPA, entitles consumers to unprecedented levels of data protection in the US. The
Office of the Attorney General of California says CCPA allows for the following:

“1. The right to know about the personal information a business collects about them and

how it is used and shared;

2. The right to delete personal information collected from them (with some exceptions);

3. The right to opt-out of the sale of their personal information; and

4. The right to non-discrimination for exercising their CCPA rights.” (Becerra, 2018).
This means that people can control their information collected on them in California, giving
people unprecedented control over their personal information. In a move that follows the
European Union’s General Data Protection Regulation, California now leads the way in the US
for personal data protection and control.

While the CCPA is effective, it is still having growing pains. Any company that has a
revenue of more than $25 million each year or collects personal information on more than 50,000
people is required to follow CCPA in California (Besinger, 2020). However, the interpretations

of CCPA have been broad. Some companies deliver far too little information about what
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personal data is collected, and some companies bury the important information about key
personal data collection under a mountain of other personal data. The result of this is a lack of
clarity, however, over time these issues will be ironed out.

The beauty of CCPA is that it is the first true privacy regulation of its kind in America,
and it can act as a guideline for other states and the rest of the country. With a federal version of
CCPA, all Americans would be protected by law. However, the business-friendly elements of the
federal government would be hard-pressed to approve something this stringent and far-reaching.
Companies lobbied heavily against CCPA (Besinger, 2020) because of the threat it represented
for their ability to make money and stay ahead of competitors. Data collection is the “secret
sauce” to a viable and competitive business model in today’s online world. Without something
like the CCPA for the US, there will never be enough personal data protection for Americans
using technology. CCPA may require contact tracing apps to follow its guidelines in California,
but a user in Alabama has no such protections. It is time to extend personal data protection to

everybody in the US.
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Chapter 4: Why Location Data Privacy Matters

The world before digitization of information maps were about paper, memorization, and
handwritten directions. Born around 2004, Google Maps revolutionized the way that people get
around (Gibbs, 2016). Before 2004, paper maps were far more prevalent, keeping physical
locations of people generally a secret from the private sector. People could go to a specific
grocery store, hairdresser, or shoe shop and not receive related advertisements later on the
internet. Location data was largely nonexistent before the advent of smartphone GPS. With
smartphones, every piece of location information is saved when the user allows it, which is
nearly always because apps do not work properly without it.

Location information is the connection between the virtual world and the physical. Often,
people click and make purchases on the web, but it is never something physical until the
purchase arrives. They are at a web portal, never moving from that location. Companies only see
the online information, not real-world information on people. In effect, the profiles that
companies built never moved, they were stationary. Companies could never figure out where
people ventured, just the clicks they made online. With GPS, that all changed. People were
passively tracked, their locations known constantly, each spot measured for time they could be
there.

This location data has enabled people to track the amount of movement that people did in
the aftermath of state lockdowns due to COVID-19. By tracking the distance people traveled,
Unicast was able to create charts looking at the drawdowns in travel as effects of lockdowns and

stay-at-home orders between February 28 and March 28.
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Change in average travel distance since Feb. 28, by state
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(Rust et al., 2020) Above is a chart defining the change in travel by people between March 1, 2020, and
March 28, 2020. Some places like Washington D.C., reduced travel by 67.6% while people in Wyoming

only reduced travel by 17%. This chart highlights the power of location data tracking.

People voluntarily gave up this travel information, but even then, the power of being able to
measure how 25 million people moved is extraordinary. Couple that personal location
information with IP addresses and companies can connect location with other user searches.

Suddenly, companies know how far people are willing to travel to what stores, quantifying how
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much people want to buy goods from those stores. The information that companies have is
infinitely more valuable than before.

Private companies collect this consumer data to sell it. The ad targeting model is built
around having better information on the users, therefore delivering more targeted ads, making
the targeted user buy more of a certain advertised product. If a user wanted to use Target instead
of Walmart, they might drive to a Target three times over the course of a month, and Walmart
only once. When people were using paper maps, user’s location information was privy only to
the user. Nowadays, GPS aggregators will see that personal location data. Companies then can
connect that information with an online profile, so when a user surfs the web, companies know
the user likes Target better than Walmart, showing more ads for Target items. This means that
the user is more likely to click on Target ads than a Walmart advertisement.

Target will pay more to put advertisements for their products in front of people who will
click on those ads. The result of this advertising scheme is that Target will gain revenue from
more purchases and advertisers will make more money off Target ads simply through better,
more personalized advertising. This may not seem like a large problem, but according to the Pew
Research Center, 90% of Americans used their cellular devices for location-based tools in
America (Pew Research Center, 2016). If 75% or more of the US population has a cellphone
(Electronic Privacy Information Center, 2010), there were roughly 218 million Americans whose
location data was being collected.

COVID-19 apps that require the use of location are contributing to this problem. Rhode
Island, South Dakota, Wyoming, and North Dakota all require the use of GPS tracking on their
COVID-19 applications. This puts them in a constitutionally suspect position. The Fourth

Amendment says it is the “right of the people to be secure in their persons, houses, papers and
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effects, against unreasonable searches and seizures, shall not be violated” (Legal Information
Institute, 2017). The use of GPS by the US Government has created several court cases. The
current ruling on GPS tracking and violations of the Fourth Amendment are defined in United
States v. Jones, 132 S. Ct. 945 (2012). United States v. Jones upholds a definition set in Katz v.
United States, 389 U.S. 347 (1967), such that the US Government installing a GPS device on a
target vehicle violates the definition of a “search” because it trespasses on private property
(Electronic Privacy Information Center, 2010). A cellular device is also private property, so
applications that track GPS run by the government, especially without given consent could
violate the Fourth Amendment.

Consider the situation where law enforcement wants to find a suspect. In the era before
prevalent GPS, it was up to them to find them via standard police work. Now, law enforcement
agencies are buying GPS data on people without warrants (Morrison, 2020). As governments
provide contact tracing apps for COVID-19, this violation of constitutional ambiguity is
amplified. The rights of American citizens may be negated, all because of a COVID-19 contact
tracing application that asks for too much access to connective mobile technologies. Location
data is of the utmost importance to keep private if people are to retain their independence.

At minimum, location sharing must be an opt-in scenario. In contact tracing apps that are
built around location sharing, access to location should be opt-in and both Android and 10S
operating systems force that. However, some applications can bypass those restrictions.
Facebook has been caught tracking location data even if it was turned off, though Facebook’s
data history is abysmal. Wired writes, “Using Facebook comes with a cost, even if it's not paid

up front in dollars and cents” (Nield, 2020). This is true for all for-profit, free companies. The
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companies collect personal data, then turn around to sell that data, and sometimes the buyer is

the government, infringing on the rights of its private citizens, even in the United States.
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Chapter 5: Why Health Data Privacy Matters

A person’s health can be considered one of their most cherished possessions. To have
one's health allows a person to truly live their lives to fullest extent. The value of human health
cannot be understated, on a personal level and a commercial one. The healthcare industry was
worth nearly 18% of the US GDP in 2019 (Stasha, 2020). It is a massive and lucrative business.
The US on average spends a little bit over $10,000 dollars a year per person on healthcare,
double what most countries spend, yet there is no universal healthcare system as found in many
developed countries around the globe. The US healthcare system is highly commercialized, and
the health of people is invaluable to those commercial entities.

People’s health data is worth vast sums of money. In this next case study, all references
to insurance reference pre-2014 insurance, or insurance laws defined before the Affordable Care
Act because the Affordable Care Act implemented protections against insurance discrimination.
The healthcare insurance industry in the US is also massive, with some sources pointing towards
about 1.2 trillion dollars (IBISWorld - Industry Market Research, Reports, and Statistics, 2021).
Insurance is liable to save large amounts of money on people by understanding the health of their
clients. For example, insurance companies can charge less money for someone who will
generally be healthier. If a client is regularly injured or sick, that client costs the insurance
company more than a client who is never in the hospital. Over time, understanding which clients
are more likely to cost the insurance companies more will give the insurance companies larger
profit margins. Insurance companies try to gather as much information on the clients as possible,
because insurance is a gamble and user data improves the risk margins the companies face.

Pre-2014 insurance is the most straightforward example for why user data is valued by

companies. One of the possible routes for insurance companies to get this data is through
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COVID-19 contact tracing applications. COVID-19 affects people for extended periods of time.
Recent studies from late 2020 say “50% to 80% of patients continue to have bothersome
symptoms three months after the onset of COVID-19” (Komaroff, 2020). Some of those
symptoms include “fatigue, body aches, shortness of breath, difficulty concentrating, inability to
exercise, headache, and difficulty sleeping” (Komaroft, 2020). These are all symptoms that an
insurance company may have to pay for eventually. Considering the costs of COVID-19 on
human health, people who may have contracted COVID-19 are likely a more high-risk individual
for an insurance company than people who did not. Leading up to the Affordable Care Act,
people could be charged different premiums for different health histories (Norris, 2020), thus,
people who have had COVID-19 could have been charged higher premiums by insurance
companies. Since the Affordable Care Act, the health histories of clients are no longer allowed to
be considered when creating insurance premiums (Norris, 2020).

It is in contact tracing applications that personal health data can be found regarding
COVID-19. Contact tracing applications know which users have tested positive for COVID-19
and which have not. The company behind the user’s COVID-19 contact tracing application has
personally identifiable health data that affects the long-term health of a user, which is invaluable
information. When more than 10,000 dollars are spent each year on health per person in the US,
lowering that cost for insurance companies is key.

Protecting the personal health data desired by interested parties comes down to a law
called the Health Insurance Portability and Accountability Act, or HIPAA. HIPAA is a national
standard which “protects individuals’ medical records and other personal health information”
(Office for Civil Rights (OCR), 2015). The US Department of Health and Human Services states

that HIPAA sets the rules for which health care providers must follow to protect health
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information. HIPAA also lays the penalties for the violation of patients’ rights. The act gives
patients the ability to control their health information, and a key clause is that HIPAA sets the
rules for public responsibility of data disclosure, like public health, as seen in the current
COVID-19 pandemic (Office for Civil Rights (OCR), 2015). HIPAA also allows patients to
understand how their data is being used, limits information release to only the necessary
information, and gives individuals control over their own health information.

HIPAA is a comprehensive privacy law in health data that gives people unprecedented
control over their personal information. All medical records fall under the HIPAA umbrella, and
this includes COVID-19. COVID-19 health data is certainly health information that should not
be released except for the public good, and even then, with minimal personal information.
However, entities like Apple and Google are not covered under HIPAA, meaning their data
collection efforts are not punishable or regulated by HIPAA (Shachar, 2020). This means that
people must trust private entities like contact tracing companies to collect data in good faith and
delete it when they are done with it, instead of selling it to interested parties. Companies are
notoriously bad at this, and contact tracing applications are such a recent invention that people do
not understand the implications of the power they are given over their personal information.

One contact tracing application named Aura was required by Albion College for all
students. Aura was given vast power over student’s lives on campus. With no opt-out, students
were required to share location data constantly. If a student’s location was listed as having left
campus, they would have their key cards shut down and be unable to access campus resources.
Aura provided test results and a myriad of other services to enable Albion to keep COVID-19

under control.
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Aura was subsequently lambasted in the news for the security vulnerabilities and glitches
it had. Early in the Albion fall 2020 semester, people learned that the Aura app sometimes signed
students out of the application without their knowledge, halting the collection of location data
(DeWeerd, 2021). There was no transparency to location data collection as well, only a mention
of when it would be used, such as a contact tracing event, or a time when a student left campus
(Whittaker, 2020). However, the most egregious fault revolved around health data. The local
newspaper, the Grand Valley Lanthorn said that “data like students’ full names and COVID-19
test results could be seen by anyone clever enough to maneuver around the app’s code and QR
code generator website” (DeWeerd, 2021). This means that people could access the test results of
any number of students as it was not protected data. In other words, personal data connected to
health data was accessible without hacking or any other nefarious means, and anyone could
access the health data of COVID-19 test takers on the Aura application. Albion College
drastically violated the health privacy of the students it was trying to protect.

The results from Aura were lackluster. Even with other mitigation and testing strategies,
less than 1,500 students on campus, and Aura, there were still at least fifty-five student cases in
the 2020 Fall semester at Albion (Albion College, 2021). In the same timeframe, Colby College
received fifteen positive student cases (Colby College, 2021) with a significantly larger number
of tests completed and students on campus. While these are products of different environments,
Colby College students were allowed to leave campus to anywhere in the state of Maine and
Albion students were confined to campus. Aura’s extra protocols largely did not help the
situation on campus. Oberlin College, another school in Michigan tested at least 2,000 students
with only twenty-eight cases spread between both students and faculty (Oberlin College, 2020).

Albion College traded student data for a consistent stream of cases and worse case statistics than
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comparably sized schools. It is impossible to know if, without Aura, cases would have been
worse on campus, but it appears that the app did not help prevent the spread of COVID-19.

Even with the personal health data information, people behind the creation of Aura would
not be punished, at least not by HIPAA. They are not a public health entity, so the regulations of
HIPAA do not apply, even though the application contained personally identifiable health
information. This appears to be a major oversight in the safety of digital contact tracing in the
United States, and one that needs to be remedied with haste. There is a group of lawmakers
working on protecting COVID-19 contact tracing information, however the results are unlikely
to pass. A group of Republican senators is looking to introduce the COVID-19 Consumer Data
Protection Act, or an act that would help govern COVID-19 contact tracing applications created
by entities not covered under HIPAA like Apple and Google (Shachar, 2020). The COVID-19
Consumer Data Protection Act would act more like the CCPA or GDPR from Chapter Two. The
act would be an overarching data protection law that would govern any personal information
relating to COVID-19, however it has some downsides as well. HIPAA does not allow covered
entities to sell health data without the consent of all involved parties. The COVID-19 Consumer
Data Protection Act does “allow covered entities to use consumer geolocation or personal health
information for purposes beyond COVID-19 contact tracing, including selling data or using it for
marketing purposes” (Shachar, 2020). This means that if people assume their health information
1s private, it still might be sold under this act, even though the act “protects” private user
information.

This underlies the need for an expansion of covered entities under HIPAA. HIPAA’s
personal data protection is strong and unique for federal data protection in the United States but

limited in scope. HIPAA would be far more effective if it governed all personal health data, not
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just the data which was held by covered entities. It also underlies the need for COVID-19 contact
tracing applications to be built under stricter guidelines by trustworthy companies with minimal
data collection. All private, non-HIPAA covered entities pose the utmost risk to people’s

personal health data right now.
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Chapter 6: Next Steps in Privacy, Data, Software, and
STS

At the core of digital contact tracing, it is the dilemma of the benefits contact tracing
provides compared to the dangers posed to personal data privacy. The field of Science,
Technology, and Society (STS) is uniquely positioned to study and assess the two sides of digital
contact tracing. Often, society is lost when considering solutions to science and technology
problems. Yes, with more data, science problems are easier to solve, but in the case of digital
contact tracing, the personal data that is collected is people’s lives. Personal data collection is
like Wall Street traders selling and buying mortgage debts leading up to the 2008 Great
Recession. To Wall Street, it was easy money, but at the heart of those trades were the
livelihoods of people. When Carel9 Diary sells user data to partners, ProudCrowd, the maker of
Carel9 Diary, sells numbers, not faces. But to users of the application, ProudCrowd is selling
their personal lives and intimate secrets.

The human cost of misused data is hard to understate. The lives of people turn into ones
and zeros. Each person can be represented by bits in a computer, with every action they take
recorded. With the prevalence of data-collecting services, more and more of people's lives are
recorded by machines, each using their information to build profiles of people based on
observations made about their computer interactions. The personal data, once collected, cannot
be taken back by the user. The user is often not privy to the fact that data was collected, nor what
the personal data was, whether they were keystrokes, eye movements, mouse clicks or a bevy of
other techniques. Companies know where users travel in the real world and the virtual, how old
they are, whether they are single or married, what they look like and what they like to eat. Users

will never get this information back from the companies. Some companies, like Google, allow
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users to download all data that the company has on them. Google even allows users to delete all
collected data on themselves (Smith, 2020). These changes, however, are relatively recent,
happening over the past few years as society becomes more aware of the amount of personal data
that companies collect.

This system likely needs to be broken, otherwise people will continue to be at the mercy
of computers and big companies who know people better than people know themselves. A
seismic shift needs to occur, and STS is well positioned to lead that shift as it bonds both the
interests of technologists and society. Understanding who is at fault with data collection is key as
well. Are the data collection policies a failure of the people who design the programs, or a failure
of the programs themselves? In other words, is the seismic shift that is required a shift of people
or a shift of the industry? When Apple and Google teamed up to build Exposure Notifications, it
was with the best interests of society in mind. This may not be the same for the makers of
Carel9 Diary as they may be out to make money. Identifying those problems are key to
understanding how to fix a broken system.

Looking to the future is where STS has the most impact. Google’s business model is built
on data collection and sale, as is much of the technology industry, but if people build the best
tools with the best privacy, those tools will be more appealing and better for society overall. It is
the personal data collection of today that is bringing the world to its knees. Facebook’s data
collection policies allow it to create personalized chambers that users are grouped into,
generating echo chambers and helping create a more partisan and split world. If people never
have discourse, people are never able to reconcile with the other ideologies. This goes beyond
Facebook. Without proper personal data protection and the ability to create a way to protect the

person that the user is not taking their data, then the darker side of technology will win out.
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People’s medical records often hold deep personal secrets that a public company does not need
access too. The steps from publication of personal data to a situation where people are
discriminated against based on personalized medical data are small. Imagine if companies
deemed all those with Long-COVID, or a COVID-19 case that lasts more than a few weeks
(Collins, 2021), too expensive to hire because of long term health issues. That would create a
poverty cycle that hundreds of thousands or millions of people would never recover from.
Protecting personal data in this brave new world full of malicious contact tracing is of the utmost
importance.

STS is the field of study that defines that interconnectivity between the technology that
aids humanity and the technology that ends humanity, or the technology that does both. STS
scholars must focus on the rapidly changing world of technology to aid crises of scale, as
technology gives humanity the tools to defend itself from the worst the world can give, but in the
process may cost humanity dearly. There is a balance between the ability to protect society and
the costs that may bring it to its knees. STS scholars must be on the forefront of this study
because they are an important part of the shield to protect humanity.

This thesis has talked extensively about the dangers of COVID-19 digital contact tracing
applications and how they may be a data-collection and privacy infringement pandemic rather
than a panacea for COVID-19. COVID-19 contact tracing apps can be given an unreasonable
amount of power in data collection when relating to all sorts of personally identifiable
information. Location information and health information are the two primary candidates for
data collection and sale. The driving force behind the collection of this personal data by the
private sector is to sell it for profit to create better “information profiles” for users. These

information profiles can be targeted to better market specific products and tailor advertising to
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specific users, driving more profit and therefore making this information valuable. The profit-
driven motivation to collect endless amounts of information and bypass the privacy of the
individual is a staple in modern society and appears to be so in a technological future. If personal
information is profitable, people will continue to try to obtain it at the cost of the user’s privacy.
This begs the question, what must change to protect user privacy? Is it a matter of
creating better regulations and privacy systems, or is this systematic failure an educational
problem in both users and application developers? Oftentimes users are not educated about the
personal data privacy they are giving up, though GDPR and CCPA are slowly changing this
narrative. With required information panels on websites, users are fed information about a
website’s data collection policies. However, like a terms and conditions clause, there are no
requirements that the information panels be read. Should developers be responsible to change
this often-malicious system? Developers are paid by the companies that are benefiting from the
same personal data collection epidemics. What data breach is so egregious that a developer turns
down the hundreds of thousands of dollars they are being paid? In 2019, Google secretly
acquired access to personally identifiable health information on around fifty million people in a
program called Project Nightingale. Only after months of watching people fail to focus heavily
on the personal data protection guidelines and being shocked by a lack of oversight was one of
the 250 team members willing to blow the whistle on the project. Patients and doctors were not
informed of the transfer of information from Ascension, the second largest health system in the
US, to Google, one of the largest advertisers in the US (Copeland, 2019). If it takes something as
monumental as this health data transfer for someone to speak up against the big tech giants from

within, then there is something wrong with the system at large.
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Langdon Winner’s Do Artifacts Have Politics discusses how certain technologies can
reinforce the same politics of the system they were created in, or how they reflect the biases of
their creators (Winner, 1980). Technology is not created in a vacuum. The motivation behind a
company creating a contact tracing application or collecting personal health data on fifty million
people is unclear. It could be altruistic, but for-profit companies rarely do anything altruistically
if it fails to help their business model. Winner argues that technologies must reflect all
stakeholders, not just those who create it or the sociological model that it fits into. Stakeholders
in modern technology include the users, so technology must not unknowingly disadvantage
them.

This begs the question, what politics do contact tracing applications have? That depends
on the creator of the contact tracing application, the regulations they fall under, and the
motivation for creating such an application. Apple and Google were the two private sector
companies best primed to create Exposure Notifications due to the prevalence of their operating
systems worldwide and did so in a non-invasive manner because it suited them to return the
world to normal as quickly as possible. However, other companies like the creators of the Aura
app may have been focused on generating cash from the endeavor rather than the greater good of
society. Governments might require contact tracing applications even if they are not as effective
as hoped in order to obtain greater surveillance on their citizens. As a user of these contact
tracing applications, it is imperative that one understands the implications, or politics, of the
contact tracing application and the motivations of the creator to keep one’s data safe.

The greater framework of the technology industry and how it generates money may be
culpable for the entirety of the problems listed in this thesis. Since the industry revenue system is

primarily based on trading advertising information for cash, it is the system that is at fault for
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compromising user data. To be competitive, companies must gain better data and to do so, must
further compromise user privacy. This cycle is endlessly perpetuating until nothing private
remains at all, which is an unreasonable solution. Thus, something needs to change in the
technology economic system overall. There needs to be a move from an advertising-based
revenue model to something that users can control, or a different system that accounts for all
stakeholders, not just those in power.

COVID-19 contact tracing applications are a case study on the wider systemic failures
that the world faces online today. An altruistic digital contact tracing app would be nearly
identical to the Apple and Google Exposure Notification system because it collects no data
beyond what is required and maintains the privacy of the users. However, the key is Apple and
Google built a framework, not an application, so other people must implement the framework
themselves. Governments can step in to take this process over and out of the hands of the
companies who must work in the system, thus breaking the for-profit system.

Ireland’s contact tracing app, COVID Tracker, was commissioned by the Health Service
Executive (HSE), but written by Nearform, an Irish software developer. COVID Tracker is built
on the Exposure Notification System by Apple and Google. Every piece of the application is
voluntary, from download to reporting a positive COVID-19 test. The HSE is given random IDs
to match the users, though these are changed every 14 days. No names or personal information
are identifiable from these anonymous random ids. The HSE voluntarily collects phone numbers
to notify the user of need to quarantine in the event of a close contact for an extended period. All
data on local smartphones is deleted after fourteen days, and most importantly, there is no use of
GPS or other personal data requests. Users only need to leave Bluetooth turned on to take

advantage of the contact tracing system (Privacy and how we use your data, 2020).
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It 1s difficult to determine how well COVID Tracker has worked. As of October 21, 2020,
“over 3,000 users of the COVID Tracker app in Ireland who have tested positive have uploaded
their random IDs so that others can be alerted of close contacts. More than 5,800 people have
been sent close contact alerts as a result of carrying the app” (Department of Health, 2020).
Between July 7, when the app was launched, and October 21, when these figures were released,
there were approximately 27,884 new cases in Ireland. This means that about 11% of cases were
traced with COVID Tracker. This 11% of cases were traced without the loss of privacy by users
because Ireland’s government stepped in, and strong data privacy regulations set by GDPR were
in place. It is possible for the private sector to do good with help from the public sector by setting
strong regulations and disincentivizing personal data collection by paying the private sector for
the work it does in cash, not data.

This thesis opened with the question, “With the advent of mobile application-based
contact tracing, how is the online privacy of society at risk? How can those risks be mitigated
when tracing is conducted by the private and public sector?” Over the course of the past six
chapters, this thesis concludes with the understanding that the private sector and public sector
provide two different sets of risks, but by being diligent and implementing best-practices
regarding cybersecurity, creating and enforcing data protection regulations, being transparent in
application implementation and privacy, and adopting new contact tracing applications carefully,
we can reduce the dangers of losing privacy to contact tracing applications.

It is important to understand that regulations and diligent research when adopting contact
tracing applications is a temporary fix for a larger problem, which is the revenue generation of
the technology industry at large. Without a systematic change, whether it be another pandemic or

crisis in the future in which technology is mass-distributed, there will be privacy breaches that
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could prove detrimental to society. While COVID-19 is a pandemic that affects people’s health,
the downfall of data privacy is also a global pandemic that requires urgent attention. Until the
greater problem is fixed, no personal data will be safe, but in the meantime, it is of the utmost
importance that regulations are created and the creators of the personal data collecting tools like

COVID-19 contact tracing apps are held accountable to those regulations.
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